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Digital Health, Telehealth, and Telemedicine Glossary

PURPOSE

To establish a standardized glossary of terms commonly used in digital health, telehealth, and telemedicine to promote consistent communication, documentation, education, and application across all aspects of digital health practice.

DEFINITIONS

Artificial Intelligence (AI): The simulation of human intelligence by computer systems to perform tasks such as learning, reasoning, problem-solving, language processing, and decision support. In healthcare, AI is used to assist with clinical decision-making, medical imaging analysis, predictive analytics, workflow automation, and patient engagement.

Authentication: Method of verifying the identity of the medical provider and the patient.

Bandwidth: The capacity of a communication network to transmit data over a given period of time. Sufficient bandwidth is essential for supporting reliable, high-quality telehealth services, including real-time audio, video, and data transmission.

Bluetooth Wireless: An industrial specification for wireless personal area networks (PANs) that provide a means to connect and exchange information between devices such as mobile phones, laptops, PCs, printers, and other digital devices.

Bridge: Device for linking multiple videoconferencing sites in a single videoconference session or multiple control unit (MCU).

Broadband: High-speed internet connectivity that provides the capacity and reliability needed to support telehealth, digital health applications, videoconferencing, electronic health records, remote patient monitoring, and the secure exchange of healthcare information.

Centers for Medicare & Medicaid Services (CMS): A federal agency within the US Dept. of Health and Human Services (DHHS) that administers the Medicare programs and works in partnership with the state governments to administer Medicaid, the State Children’s Health Insurance Program (SCHIP, and Health Insurance Portability and Accountability Act (HIPAA) standards.

Clinical Information System: Hospital based information designed to collect and organize data relating exclusively to information regarding the care of a patient rather than administrative data.

Clinical Decision Support (CDS): Health information technology that provides clinicians, staff, patients, or caregivers with evidence-based knowledge, patient-specific information, alerts, reminders, and recommendations to support informed clinical decision-making.

Cloud computing: The use of computing resources (hardware and software) that are delivered as a service over a network (typically the Internet). The name comes from the use of a cloud-shaped symbol as an abstraction for the complex infrastructure it contains in system diagrams. Cloud computing entrusts remote services with a user's data, software and computation.

CODEC: Acronym for coder-decoder is a videoconferencing device that converts analog video and audio signals to digital video and audio code and vice versa. CODECs typically compress the digital code to conserve bandwidth on a telecommunications path.

Cybersecurity: The practice of protecting computer systems, networks, devices, and electronic information from unauthorized access, cyberattacks, data breaches, and other digital threats.

Devices-Peripheral Diagnostic Equipment: A piece of hardware or medical device not part of the central computer (e.g., digitizers, stethoscope, or camera) that can provide medical data input to or accept output from the computer.

Digital Health is a broad scope of data technology that includes the use of many wearable devices, mobile health, and artificial intelligence.

Digital Health Literacy: The ability of individuals to locate, understand, evaluate, and use digital technologies and health information to make informed healthcare decisions and effectively access digital health services.

Digital Imaging and Communication in Medicine (DICOM): The international standard for medical images and related information (ISO 12052).  DICOM consists of a set of protocols describing how images are identified, formatted, transmitted and displayed that is vendor independent. It was developed by the American College of Radiology and the National Electronic Manufacturers Association (http://medical.nema.org/).

Digital Subscriber Line (DSL): A broadband technology that provides internet access by transmitting digital data over traditional telephone lines. Download speeds vary based on the DSL technology, line quality, and service plan.

Distance Learning: The delivery of education and training through interactive audio, video, and online technologies that enable learners to participate remotely when instructors and students are in different locations.

Distant Site: The location where the licensed healthcare provider is located when delivering telehealth services. Also referred to as the hub site, consulting site, provider site, or specialty site.

e-Pharmacy: The use of electronic information and communication technologies to deliver and support pharmacy services when the pharmacist and patient are in different locations.





Electronic Health Record (EHR): A digital, longitudinal record of a patient's health information that is designed to be shared securely across authorized healthcare organizations and providers. An EHR typically includes patient demographics, medical history, medications, allergies, immunizations, laboratory results, diagnostic images, vital signs, and other clinical information.

Electronic Medical Record (EMR): A digital version of a patient's medical chart maintained within a single healthcare organization, such as a physician's office or hospital. EMRs support the documentation, storage, retrieval, and management of patient records within that organization.

Electronic Patient Record (EPR): An electronic patient record that provides authorized users with access to comprehensive patient information, clinical decision support tools, alerts, reminders, and other resources to support patient care.

Encryption: The process of converting electronic information into a secure, coded format that can only be accessed or decoded by authorized users or systems.

e-Prescribing (Electronic Prescribing): The secure electronic creation, transmission, and processing of prescription information between healthcare providers and pharmacies, replacing handwritten or faxed prescriptions.

Fast Healthcare Interoperability Resources (FHIR): A healthcare interoperability standard developed by Health Level Seven International (HL7) that enables the secure electronic exchange of healthcare information between different information systems using modern web-based technologies and application programming interfaces 

H.239: An International Telecommunication Union (ITU) standard that supports the simultaneous transmission of multiple video streams during a videoconference, allowing content such as presentations to be displayed separately from the live video feed.

H.264 (MPEG-4 Part 10): An ITU video compression standard that provides high-quality video at significantly lower bit rates than earlier compression standards, making it widely used in telehealth and videoconferencing applications.

H.320: An ITU standard that defines videoconferencing over ISDN networks, enabling interoperability among compatible videoconferencing systems.

H.323: An ITU standard for audio, video, and data communications over Internet Protocol (IP) networks, enabling interoperable videoconferencing between compatible systems.

Health Information Exchange (HIE): The secure electronic sharing of patient health information among authorized healthcare organizations, providers, and systems to improve the quality, safety, and coordination of patient care.



Health Level Seven (HL7): A global standards development organization that develops standards for the secure exchange, integration, sharing, and retrieval of electronic health information. HL7 standards enable interoperability among healthcare systems, including electronic health records (EHRs), laboratory, radiology, pharmacy, and billing systems. FHIR (Fast Healthcare Interoperability Resources) is HL7's current interoperability 
standard for exchanging healthcare information using modern web technologies and APIs.

High-Definition (HD): Video with higher resolution and image quality than standard definition (SD). HD video generally begins at a resolution of 1280 × 720 pixels (720p) or higher and provides improved image clarity for videoconferencing and telehealth applications.

HIPAA (Health Insurance Portability and Accountability Act): A federal law that establishes national standards for protecting the privacy and security of individually identifiable health information. HIPAA includes the Privacy Rule, Security Rule, and Breach Notification Rule, which govern the use, disclosure, and protection of protected health information (PHI).

HITECH (Health Information Technology for Economic and Clinical Health Act): Federal legislation enacted in 2009 to promote the adoption and meaningful use of electronic health records (EHRs), strengthen HIPAA privacy and security protections, and improve the quality, safety, and efficiency of healthcare through health information technology.

Hybrid Care: A model of healthcare delivery that combines in-person services with virtual care to improve patient access, continuity of care, and clinical outcomes.

Informed Consent: The voluntary agreement of a patient or legally authorized representative to receive healthcare services after being informed of the nature, purpose, benefits, risks, alternatives, and potential outcomes of the proposed treatment or procedure.

Interactive Video: Real-time, two-way audio and video communication technology that enables healthcare providers, patients, educators, or other participants in separate locations to interact simultaneously. Interactive video is commonly used to deliver telehealth, telemedicine, and distance learning services.

Internet Protocol (IP): The communication protocol used to transmit data between devices across IP networks, including the internet. Each connected device is assigned a unique IP address that identifies its location and enables communication with other devices.

Interoperability: The ability of different health information systems, medical devices, applications, and organizations to securely exchange, interpret, and use electronic health information in a coordinated and meaningful manner.

Kiosk: A dedicated computer workstation or self-service terminal designed to provide secure access to specific applications or services. Healthcare kiosks may be used for patient registration, telehealth visits, health screenings, or information access.

Latency: The delay between the transmission and receipt of data across a network. Excessive latency can reduce audio and video quality and negatively affect real-time telehealth and videoconferencing sessions.

Licensure: The legal authorization granted by a state licensing board that permits a healthcare professional to practice within the scope of their profession. Telehealth providers must comply with applicable state licensure requirements where the patient is located.

Local Area Network (LAN): A network that connects computers, servers, printers, medical devices, and other equipment within a limited geographic area, such as a hospital, clinic, or office, enabling high-speed communication and data sharing.

Machine Learning (ML): A branch of artificial intelligence that enables computer systems to learn from data and improve performance over time without being explicitly programmed for each task. In healthcare, machine learning supports predictive analytics, diagnostics, and clinical decision support.

Mobile Health (mHealth): The use of mobile devices and wireless technologies—including smartphones, tablets, wearable devices, and mobile applications—to support healthcare delivery, public health, patient engagement, health education, and the monitoring and management of health conditions.

Medical/Nursing Call Center: A centralized service that responds to patient telephone calls, typically staffed by registered nurses or other qualified healthcare professionals. Call centers provide health information, symptom assessment, patient education, and triage recommendations. Only appropriately licensed healthcare providers may diagnose medical conditions or prescribe medications.

Multi-Factor Authentication (MFA): A security process that requires users to verify their identity using two or more authentication factors, such as a password, security token, or biometric verification, before accessing a system or application.

Multipoint Teleconferencing: Real-time communication among three or more participants located at different sites using audio, video, and data-sharing technologies. Multipoint teleconferencing requires an MCU or similar conferencing platform to connect all participants.

Originating Site: The location where the patient is physically located when receiving telehealth services from a healthcare provider at a distant site. The originating site may also be referred to as the spoke site, patient site, or remote site.

Parity Law: State or federal legislation that requires health insurance plans to provide coverage and, in some cases, reimbursement for telehealth services when those services are comparable to medically necessary services delivered in person. Coverage and payment requirements vary by jurisdiction.

Patient-Generated Health Data (PGHD): Health-related information created, recorded, or gathered by patients or their caregivers outside of a clinical setting. Examples include health history, symptoms, biometric data, treatment history, and data collected through wearable devices or mobile health applications.

Patient Portal: A secure online application that allows patients to access portions of their electronic health record (EHR), communicate with healthcare providers, schedule appointments, request prescription refills, review test results, and manage other aspects of their healthcare.

Picture Archiving and Communication System (PACS): An integrated system of hardware and software used to securely store, retrieve, manage, distribute, and display digital medical images, such as X-rays, CT scans, MRIs, and ultrasounds.

Picture-in-Picture (PIP): A videoconferencing feature that displays one video stream in the main window while simultaneously displaying one or more additional video streams in smaller inset windows.

Pixel (Picture Element): The smallest addressable unit of a digital image or display. Image resolution is determined by the number of pixels contained in the image.

Protected Health Information (PHI): Individually identifiable health information that is created, received, maintained, or transmitted by a covered entity or business associate in any form or medium, including electronic, paper, or oral communications. Under HIPAA, PHI includes information related to an individual's past, present, or future physical or mental health, the provision of healthcare, or payment for healthcare that can reasonably be used to identify the individual.

Remote Patient Monitoring (RPM): A telehealth service that uses connected medical devices to collect and electronically transmit patient health data from one location to a healthcare provider for assessment and ongoing clinical management. Common devices include blood pressure monitors, glucose meters, pulse oximeters, weight scales, and cardiac monitoring devices.

Remote Physiologic Monitoring (RPM): A Medicare-recognized remote care service that uses connected medical devices to electronically collect and transmit physiologic data—such as blood pressure, blood glucose, pulse oximetry, weight, or heart rate—from a patient to a healthcare provider for ongoing assessment and care management.

Remote Therapeutic Monitoring (RTM): A remote care service that electronically monitors non-physiologic data related to a patient's therapy or treatment, including medication adherence, musculoskeletal status, respiratory function, pain levels, and treatment response, to support clinical management.

Router: A network device that connects two or more networks and directs data traffic between them by selecting the most efficient communication path. Routers enable secure communication among computers, telehealth systems, and other network-connected devices.

Session Initiation Protocol (SIP): A signaling protocol developed by the Internet Engineering Task Force (IETF) that establishes, manages, modifies, and terminates real-time voice, video, messaging, and multimedia communication sessions over Internet Protocol (IP) networks. SIP is widely used in telehealth, videoconferencing, Voice over IP (VoIP), and unified communications systems.


Store-and-Forward (Asynchronous Telehealth): The electronic transmission of recorded health information—such as medical images, laboratory results, digital photographs, or patient health records—from one healthcare provider to another for review and clinical decision-making at a later time. Common applications include radiology, pathology, dermatology, ophthalmology, and wound care.

Switch: A network device that connects devices within a local area network (LAN) and directs data traffic efficiently between them. In telehealth environments, switches facilitate communication among computers, videoconferencing equipment, servers, and other network-connected devices.

Synchronous Telehealth: The live, two-way exchange of audio, video, and/or other electronic communications between a patient and healthcare provider, or between healthcare providers, occurring simultaneously during a telehealth encounter.

System/Network Integration: The process of connecting software applications, medical devices, and information systems to enable secure communication, interoperability, and the exchange of data across healthcare networks.

Systematized Nomenclature of Medicine – Clinical Terms (SNOMED CT): A comprehensive, standardized clinical terminology used in electronic health records (EHRs) to consistently capture, organize, exchange, and analyze clinical information. SNOMED CT supports interoperability, clinical decision support, quality reporting, and health information exchange.

Telehealth: The use of electronic information and telecommunications technologies to provide and support healthcare services when patients and providers are separated by distance. Telehealth includes both clinical services, such as diagnosis, treatment, consultation, and remote patient monitoring, and non-clinical services, including patient and provider education, public health, health administration, care coordination, and health information exchange.

Telemedicine: The delivery of clinical healthcare services by a licensed healthcare provider to a patient at a different location using real-time, two-way interactive audio, video, and other secure telecommunications technologies. Telemedicine is a subset of telehealth and is limited to remote clinical services, including patient evaluation, diagnosis, consultation, treatment, and follow-up care.

Telepresenter: An individual trained to assist with telehealth encounters at the originating site by preparing the patient, operating telehealth equipment, managing cameras and peripheral devices, and performing authorized clinical tasks under the direction of the distant-site provider. Depending on applicable laws, regulations, and organizational policies, a telepresenter may be a licensed healthcare professional or appropriately trained support staff.

Virtual Care: A broad term describing the delivery of healthcare services, education, consultation, and patient engagement through digital communication technologies. Virtual care includes telehealth, telemedicine, remote monitoring, secure messaging, and other technology-enabled healthcare services.



Virtual Private Network (VPN): A secure communication technology that encrypts data transmitted over public or private networks, enabling authorized users to securely access organizational systems and exchange sensitive information.

Wearable Devices: Electronic devices worn on the body that collect, monitor, and transmit health or activity data. Examples include smartwatches, fitness trackers, continuous glucose monitors (CGMs), cardiac monitors, and other connected medical devices.

WebRTC (Web Real-Time Communication): An open-source technology that enables secure, real-time audio, video, and data communication directly through compatible web browsers and mobile applications without requiring additional software or plugins. WebRTC is widely used to support telehealth visits, virtual care, videoconferencing, and other browser-based communication services.

Wide Area Network (WAN): A communications network that connects computers, healthcare facilities, and other devices across large geographic areas, such as multiple cities, states, or regions.

Wi-Fi (Wireless Fidelity): A wireless networking technology based on the IEEE 802.11 standards that enables computers, mobile devices, telehealth equipment, and other electronic devices to connect to a wireless local area network (WLAN) and access network resources or the internet.
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